
Tring Town Council - Overall Risk Policy and Assessment

Tring Town Council is committed to identifying and managing risks, using the following procedures, and ensuring that risks are
maintained at an acceptable level. Any action that is felt necessary will be taken by Tring Town Council.

Tring Town Council delegates the responsibility for Risk Management to the Finance & Policy Committee. The full Council must,
however, demonstrate that it has an overview of the system in place to manage risk and therefore the full Council will annually be
requested to review the risk management system.

In addition, the Clerk will review risks on a regular basis, including any newly identified risks, and will report to the Council or Finance
& Policy Committee. The review will include the identification of any unacceptable levels of risk.

The Joint Panel on Accountability and Governance (JPAG) makes the following observations regarding risk management:

1. Risk Management is the process whereby authorities methodically address the risks associated with what they do and the services
which they provide. The focus of risk management is to identify what can go wrong and take proportionate steps to avoid this or
successfully manage the consequences. Good risk management allows stakeholders to have increased confidence in the authority’s
corporate governance arrangements and its ability to deliver its priorities.

2. Risk management is not just about financial management; it is about protecting the achievement of objectives set by the authority
to deliver high quality public services. The failure to manage risks effectively can be expensive in terms of litigation and reputation
and can impact on the ability to achieve desired outcomes. The authority generally and members individually are responsible for risk
management.

3. Risk management is an ongoing activity and comprises four elements:
● identifying risks;
● assessing risks;
● addressing risks; and
● reviewing and reporting

The below Risk Assessment has been produced to enable the Town Council to assess the risks it faces and satisfy itself that it has
taken adequate steps to minimise and mitigate them. The risk assessment covers all general functions/activities undertaken by the
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Parish Council. Individual risk assessments are undertaken for specific activities or events including Mowing/Strimming/Street
Vacuuming, General Office Work, Litter Picking, COVID-19 and the Climate Change Event Lone Working, Fire Risk, Legionella,
Health & Safety Requirements as commercial Landlord

Key to calculating the level of Risk:
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RISK ASSESSMENT
Activity: Town Council Functions Assessment Date

Topic Risk/Hazard Identified Likelihood
score (1-3)

Impact
score (1-3)

Risk
rating
prior to
mitigation
(High,

Medium,
Low)

Action being taken/required to reduce risk to an
acceptable level

Public Money
/Finances
Income
1. Precept

a. Not submitted.

b. It is not paid by
Dacorum Borough
Council.

1

1

3

3

Medium
(3)

Medium
(3)

a. Full Town Council Minute and once submitted will
be reported at the next full council meeting.

b. RFO to check and report to council once received.

2. If collection of rents and
other income are late/not
paid.

2 2 Medium
(4)

● Internal calendar/system of reminders
● Regular Audit checks
● RFO/Deputy Clerk to monitor and reconcile

3. Allotment Fees not set at
adequate levels

1 2 Low
(2)

● Allotment & Environment Committee to review
rentals on annual basis

4. Leases/licences of the
council properties are not
renewed and stand vacant

2 2 Medium
(4)

● Include cover for at least one year’s loss of rent in
the Council’s insurance policy.

● Retain appropriate professional services to minimise
any period between leases/licences.

5. The condition of the
council's properties is
rendered such forfeit rental
income.

1 2 Low
(2)

● Ensure tenants are obliged to repair and maintain
properties and that these obligations are complied
with.

● Where the above obligation does not exist conduct
regular inspections/maintenance as appropriate.

● Retain appropriate professional services.
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6. Loss of Income 2 2 Medium
(4)

● Business Interruption Insurance
● Adequate reserves held.

Expenditure
1. Lack of power to spend 1 2 Low

(2)
● Council currently has General Power of Competence
● RFO to check Council spending within powers
● Education of members as to their legal powers.

2. Incorrect invoicing 2 2 Medium
(4)

● Deputy Clerk to prepare invoices and enter on
schedule

● RFO to check invoices before sending.
● RFO to check the schedule for debtors.

3. Overspend against budget 2 2 Medium
(4)

● RFO to check sufficient funds available when
expenditure is incurred.

● Budget v actual reported to Council after each fiscal
quarter.

● Council has established adequate reserves
● Insurance to cover major risks in case of sudden

large expenditure.
4. Inadequate Finances to repay

loan.
1 3 Medium

(3)
● Financial review & forecasting

5. Salaries
a. Wrong salary paid
b. Wrong hours paid
c. Wrong rate of pay
d. Wrong deductions

2
2
2
2

1
1
1
2

Low (2)
Low (2)
Low (2)
Medium
(4)

● Payroll provider appointed
● Employees asked for hours worked each month
● Payroll provider appointed
● Payroll provider appointed

Security
1. Fraud, theft, embezzlement

a. Expenditure without
authority.

1 3 Medium
(3)

● Internal controls
● Fidelity Insurance

a. Prior approval for spending authorised by
RFO, RFO & Mayor, council or committee.
There is budgetary control and authority to
spend rules which are set out in the
Council’s Financial Regulations and
followed. Such authority is to be evidenced
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b. Invoice payment
without authority.

c. New Cheque book
misappropriation

d. Cheque misuse
e. Incoming cash and

cheque
misappropriation.

f. Theft of funds
g. Theft of petty cash

imprest.
h. Credit Card misuse

by a minute or by the RFO, and where
necessary also by the appropriate
Mayor/Chairman signing the order, quote or
invoice as authorisation. A list of all
retrospective payments and details of
receipts and payments are reported at each
Council meeting

b. The RFO checks all invoices received prior
to payment and evidences this by signing
each invoice. All cheques payments are to
be listed on the retrospective payment
schedule and authorised for payment by
Council at each meeting.

c. Cheque books are stored in the safe or a
locked cupboard on council premises.

d. Cheques agreed against the approved
schedule to be signed by 3 signatories, at
least 2 of whom must be councillors. All 3
authorised by the bank mandate. All
signatories must initial the cheque stubs.

e. All cash and cheques to be stored securely
and banked within 2 working days.
Individual receipts to be issued for
allotments rents and other payments, as
requested.

f. Bank statements to be reconciled against
account system entries and signed off by
RFO and the chairman of the Finance and
Policy Committee. Fidelity Insurance in
place against theft of funds by staff,
councillors and other persons.

g. Petty cash to be kept in a locked box in the
safe. Imprest level to be agreed by Council.
Payments to be made against slip and signed
and countersigned by the RFO and the
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Deputy Clerk, or in either’s (but not both)
absence by an appropriate member of staff.

h. Corporate credit card(s) can only be used for
payments against the approved schedule.
The RFO has delegated authority to
authorise payments of certain limits
including payments made using the Town
Clerk’s and Town Warden’s credit card.
Other payments will be authorised by
committee or Council. Payments made on
the credit card are detailed on the list of all
retrospective payments reported and
approved at each Council meeting.
Credit Card statements are to be included in
the monthly bank reconciliation and sign off.
No amendment to the credit limit is to be
made without the approval of the Finance &
Policy Committee.

2. Misappropriation of
passwords & personal
identification numbers

1 3 Medium
(3)

● A list of passwords and personal identification
numbers to be stored safely on the Clerk & Deputy
Clerk’s google drives and in the safe to be accessed
only by the Clerk, Deputy Clerk & Mayor.

3. Loss/Destruction of
documentation

1 3 Medium
(3)

● Documents to be kept in Council chambers & where
necessary in the safe or locked cupboard.

Lack of
general
financial
Control
1. RFO is not proficient in

carrying out procedures
1 3 Medium

(3)
● Training for RFO and appoint an expert for complex

issues.
2. Lack of Financial

Regulations
1 3 Medium

(3)
● Financial regulations are in place and reviewed

annually.
3. Lack of overview 1 3 Medium

(3)
● Finance & Policy’s Chairman’s responsibility to

check periodically
● Internal Auditor’s report
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● Assessment of Internal Auditor’s function
● Arrangements in place with the Internal Auditor

to report suspected fraud
● Regular reporting of Budget v. Actual to F&P

Committee
4. Inadequate level of

reserves.
1 3 Medium

(3)
● The council maintains a policy with regard to

the level of reserves and reviews compliance
with the policy.

5. Incorrect completion of
financial records

2 2 Medium
(4)

● The RFO to attribute code on receipt of invoice
and to check budget allocation.

● Deputy clerk to enter into the accounts system.
● RFO to examine entries on schedule before

submission to Council.
● The RFO to do bank reconciliation. Chair of

Finance & Policy to review and sign
reconciliation.

6. HMRC requirements not
met

1 2 Low (2) ● VAT returns undertaken quarterly
● HMRC payments made monthly
● Regular audit checks

Council
Property
(Assets)
1. Renewal of Council leases 2 2 Medium

(4)
● Internal calendar/system of reminders
● Regular Audit checks.

2. Damage and security of
all Council
buildings/property

2 3 High
(6)

● All risks insured
● Fire alarms installed
● Fire extinguishers installed
● Intruder alarms installed where possible
● All doors to be locked by the last person leaving

the building. Could consider adding a yale lock
given few incidents of this not happening?

● Equipment stored securely where appropriate.
● Weekly/Daily checks by staff where appropriate
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● Separate risk assessments undertaken where
appropriate

3. Health and Safety of
Council owned properties
electrical equipment

2 3 Medium
(3)
High
(6)

● Regular PAT Testing A new separate risk
assessment is proposed to address this. (Health
& Safety Requirements as commercial Landlord
risk assessment)

4. Insolvency of Insurance
company

1 3 Medium
(3)

● Policy with large reputable insurer

5. Risk to finances, staff and
third parties if inadequate
Insurance cover

1 3 Medium
(3)

● Insurance reviewed annually by RFO in
association with the Finance & Policy
Committee.

6. Under insurance of
council assets so level of
cover is inadequate.

2 3 High
(6)

● Insurance reviewed by RFO in association with
the Finance & Policy Committee.

● Ensure the property(s) have been professionally
valued for ‘insurance purposes’ within the last 3
years

● Review the valuation if the property has been
altered or extended

● Ensure the insurance cover has been based on
the cost to rebuild the property rather than
market value

● Ensure gates/fences, car parking areas have
been factored in costs

● Consider increased costs if the property is a
listed building i.e. time and cost of
repairs/rebuilds are likely to be increased

● Ensure costs of professional fees such as an
architect or surveyor have been factored in

● Ensure the council has factored in costs such as
site clearance or access – particularly where the
property might need, for example, a crane or
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heavy plant to help with remedial work as a
result of a claim

7. Inadequate records of
possessions

1 2 Low
2

● Asset Register maintained by Clerk.
● Deeds and other legal documents stored

securely by Council.
8. Safety of

contractors/public when
working on council
property

2 2 Medium
(4)

● Proof of public liability insurance requested
● Risk assessment and method statement

requested where appropriate

9. Safety of council
tenants/public

2 2 Medium
(4)

● All relevant insurances to be requested
● Risk assessments undertaken & monitored

10. Use of Council Property 2 2 Medium
(4)

● Hire of council property for events – hirers
have to complete a form and hold an appropriate
certification e.g. current public liability
insurance. The hire can be conditional on
submitting an Event Notification Form to the
Dacorum Safety Advisory Group

● Open Spaces. The playgrounds are inspected
weekly by Council staff and each year by an
approved external examiner. There is a twice
three-yearly tree audit. Whilst working the
Town Warden & Assistant Town Warden will
monitor things like street furniture, walls, fences
and surfaces for potential hazards

● Allotment inspections are carried out
periodically.
(iii) Long term leases/licences. Provision is
made in the tenancy document e.g. right of
access
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Employees
1. Sudden loss of key staff 1 3 Medium

(3)
● Management of hours worked, health & stress.
● Lots of tasks are already shared and most core and

critical processes are documented.
● Seek support from other Town Councils/existing

members of staff.
● Consider taking out key person cover insurance
● Recruitment is the only long term solution

3. Health & Safety 2 3 High
(6)

● First Aid at work training will be offered for all staff
● Specific training where appropriate
● In house training where appropriate (mowers etc)
● Risk Assessments are undertaken for all activities

eg. Mowing/strimming street vacuuming and office
work.

● All staff reminded of relevant Risk
Assessments/Policies which are constantly
monitored.

● Health & safety Policy adopted and a staffing
Committee in place

4. Procedures in place for pay,
pensions, staff conditions etc

2 2 Medium
(4)

● Staffing & employment committee

5. Changes to
legislation/employment law

2 2 Medium
(4)

● Member of SLCC & HAPTC
● Advice obtained from relevant bodies/external

advice sought
● Training of officers and Councillors

6. Compensation claim from
employee

2 2 Medium
(4)

● Contract of employment in place.
● Job description reviewed at appraisal.
● Matters relating to staff are discussed in a

confidential (Part II) section.
● Appropriate training is offered for all identified

needs.
● Reimbursement of cost of eye test offered to those

working at VDU’s .
● Adequate insurance for risk.
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● Separate Risk Assessment for working in office risk
including Lone Person working.

IT
1. Loss of computerised

records
1 3 Medium

(3)
● Computer systems backed up to a cloud.

Computer Hardware,
website and software

1 3 Medium
(3)

● Annual contract for website
● IT consultants instructed on an as needed basis.

2. Lack of skill in systems 1 3 Medium
(3)

● Training for RFO & Deputy Clerk.
● Support package purchased with accounting system.

3. Cyber Attack 2 2 Medium
(4)

● Consider taking out Cyber insurance has been taken
out which would protects against the loss of data and
money through exploitation of the computer and
online systems.

Legal
1. Confidential data being

disclosed
1 3 Medium

(3)
● Very little confidential data is held.
● Security measures in place eg. safe, shredding

firewall, Passwords are secure
● Staff files kept in locked cupboard
● Code of conduct understood by all Councillors.
● The Council is registered with the Information

Commissioner’s Office (ICO) Date is only held and
distributed in accordance with GDPR rules.

2. Not responding to Freedom
of Information requests

1 3 Medium
(3)

● The Model Publication scheme has been adopted.
● Obtain advice from ICO if needed

3. Minute and Agenda
production.

1 2 Low
(2)

● Produced in line with regulations and agendas
displayed on notice board and website.

● Minutes on website & in council chambers.
● Regular audit checks.

4. Recording of members'
Interests

2 1 Low
(2)

● Interest forms on website & in council chamber and
reviewed after elections.

5. Completion of Acceptance
of office/code of conduct

2 2 Medium
(4)

● Stored in council chambers
● Reviewed after elections.

6. Not compliant with
Transparency Code

2 2 Medium
(4)

● Town Clerk regularly reviews code to ensure
compliance.

7. Meeting Locations
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Adequacy for

Health and safety

1

1

1

1

Low (1)

Low (1)

● Usually meetings are within the council chambers
which are maintained to a safe standard.

Reputational
1. Media mis-reporting 2 2 Medium

(4)
● Press Releases issued where relevant
● Follow Press & Media Policy
● Councillors/Clerk available to brief journalists
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